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# tar xzvf GD-1.19.tar.gz 
# cd GD-1.19 
# 
# perl Makefile.PL 
Checking if your kit is complete...  
Looks good  
MakeMaker (v6.03)  
Writing Makefile for libgd  
Writing Makefile for GD  
# 
# make  
# make install  
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# tar xzvf GDTextUtil-0.85.tar.gz 
# cd GDTextUtil-0.85 
# 
# perl Makefile.PL 
Checking if your kit is complete...  
Looks good  
Writing Makefile for GD::Text 
# 
# make 
# make install  
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# tar xzvf GDGraph-1.39.tar.gz 
# cd GDGraph-1.39 
# 
# perl Makefile.PL 
Checking if your kit is complete...  
Looks good  
Writing Makefile for GD::Graph  
 
The automatic tests for GDGraph are not really a solid workout of the  
library. The best way to test the package is to run the examples  
before installing it.  You can run the examples in the samples  
directory with `make samples` or by going into that directory, and  
just running `make`.  
If that fails, please read samples/Makefile. 
# 
# make  
# make install  
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# tar xzvf gd-2.0.11.tar.gz 
# cd gd-2.0.11 
# 
# ./configure  
checking for a BSD-compatible install... /usr/bin/install -c  
checking whether build environment is sane... yes  
checking for gawk... gawk  
checking whether make sets $(MAKE)... yes  
checking for gcc... gcc  
checking for C compiler default output... a.out  
checking whether the C compiler works... yes  
... 
checking for jpeg_set_defaults in -ljpeg... yes  
checking for XpmReadFileToXpmImage in -lXpm... no  
 
** Configuration summary for gd 2.0.11:  
 
  Support for PNG library:          yes  
  Support for JPEG library:         yes  
  Support for Freetype 2.x library: no  
  Support for Xpm library:          no  
 
configure: creating ./config.status  
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config.status: creating Makefile  
config.status: creating config/Makefile  
config.status: creating config/gdlib-config  
config.status: creating test/Makefile  
config.status: creating config.h  
config.status: executing depfiles commands 
# 
#make  
#make install 
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# 
# tar xzvf HTML-HTMLDoc-0.07.tar.gz 
# cd HTML-HTMLDoc-0.07 
# 
# perl Makefile.PL 
Checking if your kit is complete...  
Looks good  
Writing Makefile for HTML::HTMLDoc 
# 
# make  
# make install  
# 
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# 
# tar xzvf htmldoc-1.8.23-source.tar.gz 
# cd htmldoc-1.8.23 
# 
# ./configure 
# make		
# 
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# vi snortalog.pl 
 
#!/usr/bin/perl 
... 
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#!/usr/bin/perl  
#  
# Jeremy Chartier, <jeremy.chartier@free.fr>  
# Date: 2003/11/28  
# Revision: 2.1.0  
#  
 
# User variables  
# General Librairies - Never comment  
use Getopt::Long;               # use Getopt for options  
use Socket;                     # use socket for resolving domain name from IP  
# Graphical Tool Kit Librairies  
use Tk; $TK = 1;                    # use Tk for using GUI  
use Tk::NoteBook; $TK = 2;              # use Tk::NoteBook for using GUI  
# GD Librairies for charts  
use GD::Graph::pie; $GD = 1;  
use GD::Graph::bars; $GD = 2;  
use GD::Graph::lines; $GD = 3;  
use GD::Graph::area; $GD = 4;  
# HTML and PDF manipulation librairies  
use HTML::HTMLDoc; $HTML = 1;  
 
# Main variables  
$domains_file = "/tmp/domains"; $DOMAINS = 1;   # Path to find Domain file  
$rules_file = "/tmp/rules"; $RULES = 1;         # Path to find Rules file  
$html_directorie = "/tmp/";                     # Default output directories (HTML 
output exclusively)  
$tmpout_file = "/tmp/.snortalog.tmp";           # Default tempory file (GUI 
exclusively)  
 
# Comment variables  
$legende_red = "Dangerous connections (continue your investigations in this way)";  
$legende_green = "Warning connections (strange, may be it will be interesting to 
search)";  
$legende_black = "Not dangerous alert"; 
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� �% �$	��	� �� 	� �& �	� ��1 ��� 	/ ��� 	� �� �	� ���F% 	��1 ������% $	��F% 	��% � 	��	��� � ���	�� �	�� �	�����/ ���	����	(	

	 � �� � � � � �� � ��� � � ��� ���� � � � �� �� � �
	 � % �	! : ?	Q ! M 	R 	
?																																O 	� % �	! : 	���	� % ���	3 9 "	
	 � % �	! : ((@ ���D ��: ?	Q ! M 	R 	�?														O 	� % �	! : ((@ ���D ��: 	���	� % ���	3 9 "	
	 � ��  �� � � � �� �� � �!� � �� � � � �� �
	 � % �	3 � ((3 ��� � ((� ��?	Q 3 � 	R 	
?	
	 � % �	3 � ((3 ��� � ((1 ��% ?	Q 3 � 	R 	�?	
	 � % �	3 � ((3 ��� � ((����% ?	Q 3 � 	R 	�?	
	 � % �	3 � ((3 ��� � ((����?	Q 3 � 	R 	.?	

� �" � # � �� � $ ��  % �� � � �� � �� ��� � ��� � � �� �� � 		
� % �	� ! - 8 ((� ! - 8 � ��?	Q � ! - 8 	R 	
?	

	

� �	� �'��� 	� � 	�/ �	��� � ���% 	/ ��� 	� �� �% 	(	

� �� � � � � � ��� � � ��  �� � 		
Q �����'�H ��'	R 	L� ������� % 	����������% 	A� ���������� 	1 �'$	�� ��� ��	��& �% ��������% 	���'�'	SBL?		
Q �����'�H �����	R 	L; ������	����������% 	A% ������$	� �� 	���'	�� ��� ��	��& �% ��������	T BL?		
Q �����'�H 1 ���: 	R 	L@ ��	'������� % 	�����L?	



	 �

� 	

	

���������	 6�� 	

� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

(�	 4� ���	/���	

! � �	��� 	��	 �� �% 	 ����	 �% 	 ��	 � ��& �'�	�	'���1 �% �	��	 �������������	'�� ���	�G���% ���	 A*��� 	 *��	 *� : 	���	 ***B	��'	 ��% 	 �� ��	��� �	
A9 ����'	�����% $	5 �����$	9 ����'	M ���'�� 	���	***B*	

� % 	��	�������	% ��� 	��	�� �	�� ��	� ����% % 	��	'���� � �����	% �� ���	'�� ���% 	��'	����� '���	�� �% �	��	�� �	��� ���$	������ 8 ��	���'	
�� �% 	����	����	� �� ��� *	

"�	�� �% 	�� ��	� ����% % $	���������	���'	�� �% 	����	��	�� �	���% �	% ��� 	���	��������E ���	�	��1 ��	��	� �� ��� *	

��$	 ��J% 	 �� � ������	 ��	 % � ����� 	 �� �	 '�������� 	 / � ���	 % ��������	 ���	 ���'	 ��*	 ��� � �� 	 �'��	 ���������	 ��'	 % ��	 NQ '�� ���H ����P	
& ����1 ��*	

"�J% 	� �% % �1 ��	� �� 	'��J�	� �& �	�� �% 	����	��	� �� 	'��J�	/ ���	��	� % �	��$	 ��	�� �% 	��% �$	��� � ���	�� �	/ ��� 	NO P	�� �	NQ '�� ���H ����P	
& ����1 ��*	

C �� 	� � % �	��� �� 1 ��	�� ��	��	� �� 	��� � ���	��	�� �$	� �� 	/ ���	���	� �& �	�� �	� �% % �1 ����� 	��	� �& �	�������	��� ���% 	��: �	�� �	$ � � � �� �
� � � � � �*	

"�J% 	��% �	� �% % �1 ��	��	� �'��� 	�� �% 	����*	C �� 	���	�''	��/ 	�G���% ���	A��	��	'��% �J�	�G�% �B	��	� �'��� 	��	A��	� �� 	'��J�	��: �	�� �	�� ��	
��� �B*	D �	������ �$	��J% 	& ��� 	�� � ������	��	��/ �� % 	��% � ���	�� �	���� ��	(	

U # I ! # @ �"� @ V 	 U 5 � ��	��� �V 	

� ���	�% $	��	�G�� � ��	(	

DK   Denmark  
DO   Dominican Republic  
DZ   Algeria  
EC   Ecuador  
EE   Estonia  
EG   Egypt  
EH   Western Sahara  
ES   Spain  
FI   Finland  
FR   France  
GB   Great Britain (UK)  
GD   Grenada  
GE   Georgia  
GH   Ghana  
GL   Greenland  

	

(��	 8����	/���	

! � �	��� 	��	�� �% 	����	�% 	��	� ��& �'�	�	����	/ � ��� 	�������% 	���	% ����J% 	���������	�����: 	% ������ ��% *	

; � ��	�% 	�	�����	���������	�����: 	% ������ ��	(	"�J% 	�	��������	��������	���: 	/ � ��� 	��& �	������ �����	�1 �� �	�� �	'������'	�����: *	
"�J% 	���: % 	% �� ��� ���	��: �	�� �% 		(	

 
alert tcp $EXTERNAL_NET any -> $HOME_NET 27374 
(msg:"MISC ramen worm incoming"; flow:established; 
content: "GET "; depth: 8; 
nocase;reference:arachnids,460; classtype:bad-
unknown; sid:506; rev:3;) 
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���������	 
 �� 	

� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

"�	�	�����	% ������ ��$	��J% 	� �% % �1 ��	��	� �& �	% �& ����	���������% *	� �/ �& ��$	� �� 	� � % �	�����% �	�� ��	���������	/ ��: % 	/ ��� 	���� 	
���	���������*	"�	� �� �	�����	% ������ ��	�������% 	% �& ����	���������% $	�� ��	��J% 	�� � ������	��	� � �	� �� �	1 �% �	���������	���% �*	

C �� 	 ���	 ���'	 �	 % �� � ��	 ���������	 �� ��	 ����	 ��	 � ��� (��)���� � *�� ������*����*���% ����������� ��% 	 1 � �	 ���������	 �% 	 �1 ��	 ��	
��������	��% 	�/ �	�� ��	����	1 � 	� ������ ���	�	�� ������	��	� �� �	�G�% ����	�� ��	����% *	5 ��	�� ��	� �� 	� � % �	'�	(	

 
cat *.rules | ./snortalog.pl –genref <your file> 
 

	

"�	��% 	�� ��	� ����% % $	���������	���'% 	�� �% 	����	��	�� �	���% �	% ��� 	���	��������E ���	�	��1 ��	��	� �� ��� *	��$	��J% 	�� � ������	��	% � ����� 	
�� �	'�������� 	/ � ���	���������	���	���'	��*	��� � �� 	�'��	���������	��'	% ��	�� �	NQ �� ��% H ����P	& ����1 ��*	

"�J% 	� �% % �1 ��	�� ��	� �� 	'��J�	� �& �	�� �% 	����	��	� �� 	'��J�	/ ���	��	� % �	��$	��	�� �% 	��% �$	��� � ���	�� �	/ ��� 	NO P	�� �	NQ �� ��% H ����P	
& ����1 ��*	

D �	������ �$	��J% 	& ��� 	�� � ������	��	��/ �� % 	��% � ���	�� �	���� ��	(	

U � ����: 	'�% ��������V 	WU 0 �������V X	U �������V $U "� 	���������V 	

� ���	��	�G�� � ��	(	

ATTACK-RESPONSES Microsoft cmd.exe banner {TCP}         nessus,11633  
BACKDOOR subseven 22 {TCP}              url,www.hackfix.org/subseven/  
BACKDOOR netbus active {TCP}            arachnids,401  
BACKDOOR netbus getinfo {TCP}           arachnids,403  
BACKDOOR netbus active {TCP}            arachnids,401  
BACKDOOR DeepThroat 3.1 Server Response {UDP}           arachnids,106  
BACKDOOR DeepThroat 3.1 Server Response [3150] {UDP}            arachnids,106  
BACKDOOR DeepThroat 3.1 Server Response [4120] {UDP}            arachnids,106  
BACKDOOR Doly 2.0 access {TCP}          arachnids,312  
BAD-TRAFFIC IP Proto 53 (SWIPE) {IP}            cve,CAN-2003-0567  
BAD-TRAFFIC IP Proto 55 (IP Mobility) {IP}              cve,CAN-2003-0567  
BAD-TRAFFIC IP Proto 77 (Sun ND) {IP}           cve,CAN-2003-0567  
BAD-TRAFFIC IP Proto 103 (PIM) {IP}             cve,CAN-2003-0567  
CHAT ICQ forced user addition {TCP}             cve,CAN-2001-1305  
DDOS TFN Probe {ICMP}           arachnids,443  
DDOS tfn2k icmp possible communication {ICMP}           arachnids,425  
DDOS Trin00\:DaemontoMaster(PONGdetected) {UDP}         arachnids,187  
DDOS TFN client command BE {ICMP}               arachnids,184  
DDOS shaft client to handler {TCP}              arachnids,254  
DDOS Trin00\:DaemontoMaster(messagedetected) {UDP}              arachnids,186 

	

"�J% 	��% �	� �% % �1 ��	��	� �'��� 	�� �% 	����*	C �� 	���	� �& �	% �& ����	���% ��% 	(	

• "�	�� �	% ����	��������	% ������ ��	'��% �J�	% ���% �� 	� �� 	(	� �� 	���	� �'��� 	�� �	���: 	��������	��	% �� � �� 	'�����	��	

• "�	�� �	��������	% ����	���������	'��% �J�	�G�% �	(	� �� 	���	�''	��	

• "�	�� �	% ����	���������	'��% �J�	�G�% �	(	� �� 	���	�''	� �� �	�/ �	�� ��	��'	�� ��% �	��	���������	�� ��	

& � � � �� 	 ��	/ ��: % 	���� 	/ ��� 	� ! - 8 *	
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� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

	

)	 ��* 	��	���	���������	&	

C �� 	� �& �	�/ �	% ��� ����% 	���	� % ���	���������$	/ ��� 	�� �	� �� � ��'	8 ���	"��������	��	/ ��� 	�� �	3 ��� � ��	9 % ��	"��������*	

)�	 ��  ���	����	���������	

)��	 9-� .��	

D � 	�� �% 	/ �� $	� �� 	� � % �	��'�����	�� �	���% 	��	���������	�% 	% � �/ �	1 � 	�� �	�����/ ���	% � ���	��� � ��'	(		

# 
# cat logs.file | ./snortalog.pl -n 50 
#  

; � � 	"	'�'	���	�% : 	���	�	% � ������	����	��� �	T 		

� � % �	���	���	���% ��	A1 � �	�	% � ���	���	(<B*	5 ��	'���� 	���% 	��������$	"F� 	� % ���	�� �	����	��� �	���� ��	����H � � � � � � ''*���	AC ���$	
- ���� 	��'	� �� B*	��	��F% 	��% � 	���	� �	��	��������	'���� $	/ ��: �� $	� ���� �� 	��'	� ����� 	��� ���	/ ��� �� �	��� 	����	����� ���	
�� �������% 	1 � �	/ �	/ ���	% ��	�� ��	��	�G�� � ��% *	

��$	�� �% 	�% 	�� �	��� � ��'	����	���� � ���	(	

# 
# cat <alerts file> or <snort.rules> | ./snortalog.pl <options> 
<reports> <filters> 
#  

	

)���	 �
�������	�.�����	

! � �	�����/ ���	�� ����% 	���	�& ����1 ��	(		

	

<G	 	 	 	 - �'�	3 9 "		
<�	 	 	 	  �% ��& �	"0 	�'��% % �% 		
<�	 	 	 	  �% ��& �	'�� ���% 		
<� 	U ����*� �� �V 	 	 	 �� ����� 	�	� ! - 8 	����		
<� 	U ����*� '�V 	 	 	 �� ����� 	�	0 � 5 	����		
<� 	U '���������V 	 	 �� ����� 	�	'���������		
<�	U ���Y� ��Y)� �V 	 	 3 ��� � 	�� �� � �	���� ��		
<�	 	 	 	  �& ��% �	�� �	��% � ��		
<'	 	 	 	 - �'�	'�1 � �		
<�	U �������V 	 	 	 �� ����� 	�	�� � 1 ��	��	����	��	�� �	��% � ��		
<����	U ���	����V 		 	 �� ����� 	�	���	����		
<������	 	 	 3 �������	�� �	���������	�� ��% 	����		
<� ��� 		 	 	 + ��/ 	�� �% 	� ��� 		

! � �	�����/ ���	��� ���% 	���	�& ����1 ��	(		
	
	 <% ��	 	 	 ! �� 	"0 % 	% �� ���% 	
	 <'% �	 	 	 ! �� 	"0 % 	'�% ��������	
	 <% ��H �����: 		 	 ! �� 	"0 % 	% �� ���% 	���� � �'	1 � 	�����: 	
	 <'% �H �����: 		 	 ! �� 	"0 % 	'�% ��������	���� � �'	1 � 	�����: 	
	 <% ��H '% �H �����: 	 	 ! �� 	�����	���� � �'	1 � 	"0 % 	% �� ���% $	"� % 	'�% ��������	��'	�����: 	
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���������	 
��� 	

� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

	 <�����: 	 	 	 ! �� 	�����: 	
	 <���% % 	 	 	 ! �� 	���% % ���������	
	 <% �& ����� 	 	 	 ! �� 	% �& ����� 	
	 <'���� H �& ���	 	 ! �� 	�� � 1 ��	��	�����: 	���� � �'	1 � 	'�� 	
	 <� �� �	 	 	 ! �� 	�� � 1 ��	��	�����: 	���� � �'	1 � 	� �� �	
	 <� �� �H �����: 	 	 ! �� 	% � ������	�����: 	���� � �'	1 � 	� �� �	
	 <'� ���	 	 	 ! �� 	'�% ��������	� ���	
	 <� ����	 	 	 ! �� 	� % ���	��	� ��������	
	 <'� ���H �����: 	 	 ! �� 	'�% ��������	� ���	���� � �'	1 � 	�����: 	
	 <��'% 	 	 	 ! �� 	@ "� �	� �% �	
	 <% ������ �	 	 	 ! �� 	% ������ �	� ��1 ��� % 	
	 <���������% 	 	 	 ! �� 	���������% 	�& ���% 	
	 <'�� ���H % ��	 	 ! �� 	��	'�� ���	% �� ���	
	 <� ���% ���	 	 	 ! �� 	��	� ���% ���	�����	
	 <������% 	 	 	 ! �� 	��	����/ ���	������	A�  � 0 $	 # � # � ! $	� � � # 0 ! $	���	***B		
	 <�� ��% 	 	 	 ! �� 	�� � 1 ��	��	�  � 0 	1 � 	�� ��	A���� 	5 / <
B	
	 <���% ��% 	 	 	 ! �� 	�� � 1 ��	��	�  � 0 	���% ��	A���� 	5 / <
B	
	 <% �� �H % ��H '� ���	 	 ! �� 	"0 % 	% �� ���% 	���� � �'	1 � 	'�% ��������	� ���	
	 <% �� �H '% �H '� ���	 	 ! �� 	"0 % 	'�% ��������	���� � �'	1 � 	'�% ��������	� ���	
	 <��� ���	 	 	 � ��	��� ���% 	

	

! � �	�����/ ���	������% 	���	�& ����1 ��	(	
	

<�% ��	 	 	 	 ��� ���% 	������		
<�'% �	 	 	 	 � �% ��������	������		
<�� ����		 	 	 0 ��������	������		
<�'� ���		 	 	 � �% ��������	� ���	������		
<�� ���� 	 	 	 - ���� 	������		
<�'�� 	 	 	 	 � �� 	������		
<�� �� �	 	 	 	 � �� �	������		
<���� ��		 	 	 "��������	������		
<�% �& ����� 	 	 	 ��& ����� 	������		
<�������	 	 	 5 ���/ ���	������	������		
<��� ��	 	 	 	 5 ���/ ���	�� ��	������	

)���	 9-� .���	

# cat snort*.rules | ./snortalog.pl -genref refsigtxt  

���������	/ ���	��������	�	���������'	�� ��% 	����	���� 	� �� �	�����	�� ��	��	� �� �	�/ �	% ������ ��% *	

# cat file.logs | ./snortalog.pl -r -n 30 -report  

���������	/ ���	��������	�	��� ���	��	� �� ""	���� ��	/ ��� 	�''��% % 	��% ��� ����	��'	�	� �G�� � � 	��		� 	���� �����% 	���	���	
��� ���% *	

# cat file.logs | ./snortalog.pl -r -n 30 -dst_attack  

���������	/ ���	��������	�	��� ���	��	� �� ""	���� ��	/ ��� 	�''��% % 	��% ��� ����	��'	�	� �G�� � � 	��	� 	���� �����% 	���	�� �	
��� ���	'% �H �����: *	

# cat file.logs | ./snortalog.pl -r -i -h file.html -report  

���������	/ ���	��������	�	��� ���	��	� ! - 8 	���� ��	% ����'	��	����*� �� �	/ ��� 	�''��% % 	��% ��� ����	��'	'�% � ��� 	�� �	��% � ��% 	���� 	
���% �	���= � ���	��	� �% �	���= � ���	���� �����% 	A��& ��% �	� �'�B*		
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� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

# cat file.logs | ./snortalog.pl -r -g gif -h file.html -u /tmp/ -report  

��� �	�% 	�� �	� ��& ��� % 	�G�� � ��	1 � �	/ ��� 	3 ��	���� � % 	��'	��	�	% � ������	'���������*	

# cat file.logs | ./snortalog.pl –n 50 -report –fether eth0  

���������	/ ���	��������	�	��� ���	/ ��� 	������	���������	N���  P*		

# cat file.logs | ./snortalog.pl -i -n 30 -report | /usr/sbin/sendmail -f user@domain 
user@domain  

���������	/ ���	��������	�	��� ���	��	� �� ""	���� ��	/ ��� 	��& ��% �	��= � �% �$	��'	�	� �G�� � � 	��	� 	���� �����% 	���	���	��� ���% 	
��'	% ��'	�� �	��% � ��	1 � 	� ���*		

# cat file_200212[1-7] | ./snortalog.pl -report  

���������	/ ���	��������	�	��� ���	��		� �� ""	���� ��	/ ��� 	���	�& ���% 	��	�� �	���% �	/ ��: 	��	� ���� 1 ��	A1 ��/ ���	�� �	
% �	��'	
4�� B*		

# cat file_20021* | ./snortalog.pl -report  

���������	/ ���	��������	�	��� ���	��	� �� ""	���� ��	/ ��� 	���	�& ���% 	��	�� �	�� ���	��% �	� ���� % 	��	�� �	� ���	�  �	A� ���� 	
 $	

	
��'	
�B*	

	

& � � � �� 	 ��	! � �	� % ���	��	N<�P	��'	N<�P	�� ����	/ ���	% ��/ 	'�/ �	�� �	� ����% % *�

	

)��	 3��.#��	7���	���������	

; � ��	��� ��� ���	�� �	3 9 "$	1 �	������ �	��	��% ����	���	'�� ��'�����% 	��'	� ������ 	���������	/ ��� 	�� �% 	�� ����	(	

# ./snortalog.pl –x 

"�	�& ��� �� ���	�% 	�: �� $	� �� 	/ ���	% ��	�� �% 	(	
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� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

	

D ���/ $	��	��% � 	�G�� � ��	% ��� 	1 � 	% ��� 	���	� % ���	3 9 "	(	

	

5 ��% �$	/ �	���'	��	���'	���	�� �	���	����% 	/ �	/ ���*	
! �	'�	�� �% $	�����	�� �	� ��� 	��'	�� �	����	��� �	��	

�� �	N5 ���	1 �GP	��'	����: 	N8 ��'	5 ���P*	

; �	���	% �����	��	� �% �����	N �% � ��	� � ����% P	��	
N� � �� � �	� � ����% P*	

& � � � �� 	 ��	N �% ��& �	� ''��% % �% P	��'	N �% ��& �	
� �� ���P	���	��: �	��/ 	� ��� ��% 	���	��% � ��*	

�����'$	/ �	���'	��	% �����	�	��� ���	���� 	
N �� ���% 	"� �	��	5 ; P	��% : % 	� ��� 	1 ��*	

	

; �	���	% ��	��	���	��� ���% 	���	� M 	��	N�����% P	��% �*	
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� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

	

; �	���	& ��/ 	�� �	��% � ��	��	N �% � ��P	��1 	��'	
��& �����	/ ��� 	�� �	���� �	% �����1 ��*	

� �% �$	�% 	/ �	� �& �	% ������'	N� �1 � �	- �'�P	��	
� ���	% �����$	/ �	���	& ��/ 	�� �	���% 	�� ��	
���������	���J�	���'	��	�� �	N� �1 � �P	��1 *	

	

"�J% 	� �% % �1 ��	/ ��� 	�� �	N� ������ ������P	��1 	��	
������� ��	% �& ����	& ����1 ��% *	

; �	���	% � ����� 	�� �	� ��� 	��	N� �� ���	5 ���P	��'	
N � ��% 	5 ���P*	"�J% 	�� � ������	��	� �& �	% �� ��� ���	��	

N! �� � ��� 	5 ���P	��'	N� � �� � �	� �������� P	��	/ �	/ ���	
�& ��� �� ���	��	/ ��: 	��������� *	

! � �% �	'���� ��	& ����1 ��% 	���	��% �	1 �	� �'����'	
'������� 	��	0 #  8 	� ������ *	

	

& � � ��� $ � � � �� 	 � � �$ � � � �� � �� 	 ��� � �� ' (� � �� 	 �� � �) �

"�J% 	������% ����	��	� % �	�� �	3 9 "	1 ���� % �	� �� 	���	���'	% �& ����	���	����% 	��	�� �	% �� �	��� �	��'	��������	�% 	� ��� 	��� ���% 	
�% 	 � �� 	 / ���*	 "�	 � 8 "	 � �'�$	 � �� 	 ���J�	 '�	 �� ��	 1 ���� % �	 � �� 	 ���'	 ��	 ��'�����	 � �� �	 ���% 	 ���� 	 ��� �	 � �� 	 / ���	 ��	 � % �	
���������*	

9 % ���	�� �% 	� ��� �'	A3 9 "B$	� �� 	���	��������	% �& ����% 	��� ���% 	A� �� ""$	� ! - 8 	��	0 � 5 	�� �� � �B	��	���	% ��� *	
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� �������	� ��� � ���																																												� 	� �� � ���� �	�  �	� � �� � � 	� � �  ! "#  $	� ��	���� �% 	��% ��& �'	

+	 ��* 	���������	*��,�	&	

# cat <your log file>

Snortalog Initialization :

Log file Treatment :

Logs Treatment :
Put log, if it correspond to a filter, in big matrice

Creating several hash table for each report

Search start and end date

Search Snort Logs :
Full logs

Fast logs
Syslog logs

Search CheckPoint Fw-1 Logs :
Version 4.1

Version Next Generation

Search IPFilter Logs

Variables Initialization

Get User Options

Creating Reports :
Load appropriate hash table

Generating report in function the output selected

ASCII, HTML or PDF output file

	

�	" #��	,���	��	����	����	���������	�-.���	&	

��	�����	����	

���	 �����	����	�����	

 
01/31-17:37:39.987506  [**] [1:671:4] SMTP sendmail 8.6.9c exploit [**] 
[Classification: Attempted_User_Privilege_Gain] [Priority: 1] {TCP} 1.2.3.4:27191 -> 
192.168.1.97:25  
 
01/31-17:37:39.989398  [**] [1:1160:6] WEB-MISC netscape dir index wp [**] 
[Classification: Attempted_Information_Leak] [Priority: 2] {TCP} 1.2.3.4:52502 -> 
192.168.1.97:80  
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01/31-17:37:39.991339  [**] [1:677:5] MS-SQL/SMB sp_password password change [**] 
[Classification: Attempted_User_Privilege_Gain] [Priority: 1] {TCP} 1.2.3.4:38263 -> 
192.168.1.97:139  
 
01/31-17:37:39.999730  [**] [1:345:5] FTP EXPLOIT wu-ftpd 2.6.0 site exec format 
string overflow generic [**] [Classification: Attempted_Administrator_Privilege 
Gain] [Priority: 1] {TCP} 1.2.3.4:16983 -> 192.168.1.97:21  
 
01/31-17:37:40.008521  [**] [1:221:1] DDOS TFN Probe [**] [Classification: 
Attempted_Information_Leak] [Priority: 2] {ICMP} 1.2.3.4 -> 192.168.1.97  
 

	

����	 �����	����	�����	

 
[**] [1:540:8] CHAT MSN message [**]  
[Classification: Misc activity] [Priority: 3]  
09/23-09:09:20.633544 10.21.145.60:1714 -> 207.46.108.21:1863  
TCP TTL:124 TOS:0x0 ID:16516 IpLen:20 DgmLen:201 DF  
***AP*** Seq: 0xAFF293D6  Ack: 0x9549F9D7  Win: 0xF9F8  TcpLen: 20  
 
 [**] [1:528:3] BAD TRAFFIC loopback traffic [**]  
[Classification: Potentially Bad Traffic] [Priority: 2]  
09/23-09:09:22.581891 10.29.12.177:161 -> 127.0.0.1:162  
UDP TTL:57 TOS:0x0 ID:40247 IpLen:20 DgmLen:211  
Len: 191  
[Xref => http://rr.sans.org/firewall/egress.php 
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Mar 12 14:10:31 10.0.0.2/10.0.0.2 snort[524]: [1:1287:5] WEB-IIS scripts access 
[Classification: access to a potentially vulnerable web application] [Priority: 2]: 
{TCP} 193.219.28.101:63582 -> 149.46.224.194:80  
 
Mar 12 13:44:28 10.0.0.1/10.0.0.1 snort[22976]: [1:895:5] WEB-CGI redirect access 
[Classification: Attempted Information Leak] [Priority: 2]: {TCP} 
208.214.188.62:61119 -> 149.46.214.192:80  
 
Mar 12 14:24:50 10.0.0.2/10.0.0.2 snort[524]: [1:1244:6] WEB-IIS ISAPI .idq attempt 
[Classification: Web Application Attack] [Priority: 1]: {TCP} 193.249.155.3:1424 -> 
149.46.224.192:80  
 
Mar 12 14:25:20 10.0.0.2/10.0.0.2 snort[524]: [1:466:1] ICMP L3retriever Ping 
[Classification: Attempted Information Leak] [Priority: 2]: {ICMP} 80.13.197.190 -> 
149.46.224.13 
  
Mar 12 14:25:55 10.0.0.2/10.0.0.2 snort[524]: [1:1042:6] WEB-IIS view source via 
translate header [Classification: access to a potentially vulnerable web 
application] [Priority: 2]: {TCP} 80.13.197.190:4787 -> 149.46.244.192:80 
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May  6 04:12:51 10.0.0.1/10.0.0.1 root:  4:12:50 drop   flamm.192.225 >qfe12 proto 
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tcp src 17.216.0.58 dst 206.117.161.100 service mail s_port 37163 len 48 rule 191 
xlatesrc 195.46.206.51 xlatedst 206.117.161.100 xlatesport 37163 xlatedport mail  
 
May  6 04:12:55 10.0.0.1/10.0.0.1 root:  4:12:55 drop   flamm.192.225 >qfe12 proto 
tcp src 17.216.0.58 dst 216.219.253.216 service mail s_port 37025 rule 0 reason: 
unknown established TCP packet  
 
May  6 04:03:55 10.0.0.2/10.0.0.2 root:  4:03:54 reject fwvtx      >hme4 proto tcp 
src 172.171.144.17 dst 162.168.1.9 service pop-3 s_port sqlnet1 rule 34 reason: port 
belong to service in TCP Fast Mode, port: sqlnet1  
 
May  6 04:12:40 10.0.0.2/10.0.0.2 root:  4:12:39 drop   picasso    >qfe0 proto icmp 
src 203.148.174.121 dst 145.246.217.61 rule 142 icmp-type 3 icmp-code 1  
 
May  6 04:08:21 10.0.0.1/10.0.0.1 root:  4:08:21 drop   cosme      >hme0 proto udp 
src 200.41.92.96 dst 144.127.222.45 service nbname s_port 1045 len 78 rule 41 
 

	

�����	 /" 5	:�-�	3���������	

 
Aug 26 23:53:10 10.0.0.1 root: [ID 702911 user.notice] 23:53:10 drop   10.0.0.1 
>qfe0 product: VPN-1 & FireWall-1; src: 195.46.223.247; s_port: nbdatagram; dst: 
195.146.223.2; service: nbdatagram; proto: udp; message_info: Address spoofing;  
 
Aug 26 23:53:54 10.0.0.1 root: [ID 702911 user.notice] 23:53:54 drop   10.0.0.1 
>hme0 product: VPN-1 & FireWall-1; src: 68.155.36.158; dst: 14.17.218.26; proto: 
icmp; icmp-type: 8; icmp-code: 0; rule: 28;  
 
Aug 27 05:56:53 10.0.0.1 root: [ID 702911 user.notice]  5:56:52 drop   10.0.0.1 
>hme0 product: VPN-1 & FireWall-1; src: 62.149.140.15; s_port: http; dst: 
191.17.218.225; service: 1223; proto: tcp; th_flags: 12; message_info: TCP packet 
out of state;  
 
Aug 27 09:18:15 10.0.0.1 root: [ID 702911 user.notice]  9:18:14 drop   10.0.0.1 
>qfe3 product: VPN-1 & FireWall-1; src: 12.18.14.20; s_port: 35896; dst: 
171.171.0.12; service: syslog; proto: udp; rule: 28;  
 
Aug 27 10:06:14 10.0.0.1 root: [ID 702911 user.notice] 10:06:13 drop   10.0.0.1 
>hme0 product: VPN-1 & FireWall-1; src: 213.165.59.175; s_port: 1619; dst: 
191.17.218.246; service: 135; proto: tcp; rule: 28; 
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May  6 05:42:54 10.0.0.1/10.0.0.1 ipmon[91]: 05:42:54.104248 fxp0 @0:26 b 
212.73.231.228 -> 190.17.117.36 PR icmp len 20 40 icmp echo/0 IN  
 
May  5 22:44:40 10.0.0.2/10.0.0.2 ipmon[66]: 22:44:40.872086 fxp4 @0:285 b 
192.178.8.17,32845 -> 190.65.60.33,80 PR tcp len 20 48 -S 1744106958 0 24820 IN  
 
May  6 03:49:14 10.0.0.2/10.0.0.2 ipmon[9775]: 03:49:14.170319 sf2 @0:181 b 
191.46.17.167,1444 -> 191.46.17.146,6050 PR tcp len 20 40 -A 3374366425 1952656703 
8760 IN  
 
May  6 04:05:56 10.0.0.1/10.0.0.1 ipmon[9942]: 04:05:56.214183              sf3 
@0:1204 b 101.88.2.3,137 -> 101.88.2.254,137 PR udp len 20 78  IN  
 
May  6 04:00:16 10.0.0.1/10.0.0.1 ipmon[9775]: 04:00:16.730522 sf2 @0:181 b 
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191.146.27.167,1444 -> 191.146.17.146,6050 PR tcp len 20 40 -A 3374366425 507567241 
8760 IN 
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Nov 17 16:52:52 host kernel: IN=eth0 OUT= 
MAC=00:10:5a:b1:25:1d:00:d0:b7:bd:aa:28:08:00 SRC=197.163.1.92 DST=10.18.1.49 LEN=48 
TOS=0x00 PREC=0x00 TTL=128 ID=31660 DF PROTO=TCP SPT=4075 DPT=25 WINDOW=16384 
RES=0x00 SYN URGP=0 
  
Nov 17 16:52:54 host kernel: IN=eth0 OUT= 
MAC=00:10:5a:b1:25:1d:00:d0:b7:bd:aa:28:08:00 SRC=197.163.1.92 DST=10.18.1.49 LEN=48 
TOS=0x00 PREC=0x00 TTL=128 ID=31677 DF PROTO=TCP SPT=4075 DPT=21 WINDOW=16384 
RES=0x00 SYN URGP=0  
 
Nov 17 16:53:00 host kernel: IN=eth0 OUT= 
MAC=00:10:5a:b1:25:1d:00:d0:b7:bd:aa:28:08:00 SRC=197.163.1.92 DST=10.18.1.49 LEN=48 
TOS=0x00 PREC=0x00 TTL=128 ID=31711 DF PROTO=TCP SPT=4075 DPT=25 WINDOW=16384 
RES=0x00 SYN URGP=0  
 
Nov 17 16:53:48 host kernel: IN=lo OUT= 
MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=197.163.1.92 DST=10.18.1.49 LEN=36 
TOS=0x10 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=123 DPT=32768 LEN=16  
 
Nov 17 16:54:48 host kernel: IN=lo OUT= 
MAC=00:00:00:00:00:00:00:00:00:00:00:00:08:00 SRC=197.163.1.92 DST=10.18.1.49 LEN=36 
TOS=0x10 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP SPT=123 DPT=32768 LEN=16 
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� ��F�	������	3 � �3 ��� � �� ��*� � 	��	> "@ � 	A> "@ � 	�������% (	�� % ����������1 �� ���2�2*7* �	% � �.<% �����% 	�� % ����������1 �� ���2�2*7* 	
�� % ����������1 �� ���2�% ���H � ����2*7* �% � �	.<% �����% 	�� % ����������1 �� ���2�% ���H � ����2*7* 	�� % ����������1 �� ���2�% ���H � ���	*B	��	
*�% ��������*� �	����	7 ,*		

• C �� 	���	1 �	% � ��	�� ��	0 ���	�% �J�	���'���	�� �	�� � ��� ����	��1 ������% *	5 ��	� ��� 	��	����������	�� �% $	��	��	�� �	
'�� ��'�����% 	� ���*	

. +�(�� � � � � � ��, �� � � � ��� $ �$ � � � � $ � � � , ��� � � � �� � � � ����/� �� � � � ��� � ��	

C �� 	���	1 �	% � ��	� �� 	���	���	� % ���	0 ���	2*7*	+ ����� 	��: �	�� �% 	(	

 
Summary of my perl5 (revision 5.0 version 8 subversion 0) configuration:  
 Platform:  
 ... 
 Compiler:  
 ... 
 Linker and Libraries:  
 ... 
 Dynamic Linking:  
 ... 
 
Characteristics of this binary (from libperl):  
 Compile-time options: MULTIPLICITY USE_ITHREADS USE_LARGE_FILES 
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PERL_IMPLICIT_CONTEXT  
 Built under linux  
 Compiled at Sep  6 2002 23:24:44  
 @INC:  
   /usr/lib/perl5/5.8.0/i386-linux-thread-multi  
   /usr/lib/perl5/5.8.0  
   /usr/lib/perl5/site_perl/5.8.0/i386-linux-thread-multi  
   /usr/lib/perl5/site_perl/5.8.0  
   /usr/lib/perl5/site_perl  
   /usr/lib/perl5/vendor_perl/5.8.0/i386-linux-thread-multi  
   /usr/lib/perl5/vendor_perl/5.8.0  
   /usr/lib/perl5/vendor_perl 
 

	

0 +�& � � � �(��� , ��� �	 � � � � � �� �� 1 � �� � � � �� -��� �� �� � � � � �� � � � � 	 � �� � � � � � � ���

	
� ��F�	������	�1 )���	� ��� �'	L� ��L	& ��	� ��: ���	L3 � (("� ���L	��	*�% ��������*� �	����	7,�*		

• C �� �	0 ���F% 	��1 �����% 	'��F�	% � � � ���	0 @ 3 	���� ��*! �	�������	�� �% $	��� 	��	� % �	3 "5 	��	� 0 3 	���� ��	��% ���'*	

	

	

	

	

	

	

	

	

	

	


